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1
SYSTEM AND METHOD FOR SELECTING A
LEAST COST PATH FOR PERFORMING A
NETWORK BOOT IN A DATA CENTER
NETWORK ENVIRONMENT

TECHNICAL FIELD

This disclosure relates generally to techniques for perform-
ing a network boot in a data center environment and, more
particularly, to techniques for dynamically selecting a least
cost path for performing a network boot in a data center
network environment.

BACKGROUND

Booting network servers from a storage area network
(“SAN”) has become increasingly common in complex data
center environments. This can be attributed to the significant
benefits of SAN boot, or iISCSI boot, over traditional local
disk booting, which include maximizing consolidation of IT
resources, reducing equipment costs, and realization of con-
siderable management benefits due to centralization of the
boot process. Booting from a SAN, diskless servers can be
deployed in an environment in which a boot disk is located on
a storage device connected to the SAN; in many cases, the
storage device may be RAID-capable. The server (“initiator”)
communicates with the storage device connected to the SAN
on which the boot disk is located (“boot target” or “target”).
The server/initiator communicates with the storage device/
boot target through the SAN via either a Fibre Channel host
bus adapter (“HBA”) or an Internet small computer systems
interface (“iSCSI”) network interface card (“NIC”).

A typical boot policy deployed by a server manager will
include information regarding the boot target ID, which in the
case of an iSCSI SAN is the IP address of the target. In a
normal boot scenario, the initiator will have instantiated
thereon two boot devices, comprising either virtual NICs
(“vNICs™), in the case of iSCSI, or virtual HBAs (“vHBAs”),
in the case of fibre channel (“FC”), multi-pathed to the boot
target. Each of the paths will be connected through a separate
physical link to the target. A static priority is set in connection
with the boot devices to ensure that boot up occurs through a
particular one of the boot devices first and then through the
other boot device if boot up cannot occur through the first
device for some reason. The priority could be based on
peripheral component interconnect (“PCI”) enumeration
order, so that the device that has the lowest PCI order executes
the option ROM first. One drawback to a static priority meth-
odology such as this is that neither the boot devices nor the
boot process has any knowledge of the traffic patterns occur-
ring in the network and therefore cannot dynamically switch
to a least cost path even though one might be available.

BRIEF DESCRIPTION OF THE DRAWINGS

To provide a more complete understanding of the present
disclosure and features and advantages thereof, reference is
made to the following description, taken in conjunction with
the accompanying figures, wherein like reference numerals
represent like parts, in which:

FIG. 1 is a simplified block diagram of a system for select-
ing a least cost path for performing a network boot in a data
center environment in accordance with one embodiment of
the present disclosure;

FIG. 2A illustrates a simplified depiction of a service pro-
file associated with a server in a data center environment;
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FIG. 2B illustrates a simplified depiction of a static boot
policy specified by a service policy associated with a server in
a data center;

FIG. 3 illustrates a simplified block diagram of a system for
selecting a least cost path for performing a network boot over
Ethernet in a data center environment in accordance with one
embodiment of the present disclosure;

FIG. 4 illustrates a simplified block diagram of a system for
selecting a least cost path for performing a network boot over
fibre channel in a data center environment in accordance with
one embodiment of the present disclosure; and

FIG. 5 is a flowchart illustrating a method for selecting a
least cost path for performing a network boot in a data center
environment in accordance with one embodiment of the
present disclosure.

DETAILED DESCRIPTION OF EXAMPLE
EMBODIMENTS

Overview

A method is provided in one example embodiment and
includes logging in to a multipath target via first and second
boot devices instantiated on a network device, the first and
second boot devices respectively connected to the multipath
target via first and second paths. The first and second boot
devices could be any suitable element, component, or object
(e.g., adapters, drivers, interface cards, software, server
equipment (e.g., server blades), virtual elements, peripheral
devices, computer programs, firmware, etc.). The method can
also include determining which of the first and second paths
comprises a least cost path; and booting the operating system
via the determined least cost path. The determining may
include comparing network statistics of the first path with
network statistics of the second path, the network statistics
comprising at least one of packet loss on the path, errors
encountered via the path, and congestion on the path. The
determining may also include determining an amount of time
needed to perform boot LUN discovery via each of the first
and second paths. The determining may still further include
determining whether boot logical unit number (“LUN") dis-
covery was successful via the first and second paths and, if
boot LUN discovery is successful via one of the first and
second paths, booting the operating system via the one of the
first and second paths. The booting may comprise installing a
boot firmware table on the least cost path. In one embodiment,
the first and second boot devices comprise network virtual
interface cards (“vNICs”) instantiated by a virtualized
adapter. In another embodiment, the first and second boot
devices comprise virtual host bus adapters (“vHBAs”) instan-
tiated by a virtualized adapter. The multipath target may
comprise a storage array, while the network device may com-
prise a server.
Example Embodiments

The following discussion references various embodiments.
However, it should be understood that the disclosure is not
limited to specifically described embodiments. Instead, any
combination of the following features and elements, whether
related to different embodiments or not, is contemplated to
implement and practice the disclosure. Furthermore,
although embodiments may achieve advantages over other
possible solutions and/or over the prior art, whether or not a
particular advantage is achieved by a given embodiment is not
limiting of the disclosure. Thus, the following aspects, fea-
tures, embodiments and advantages are merely illustrative
and are not considered elements or limitations of the
appended claims except where explicitly recited in a claim(s).
Likewise, reference to “the disclosure” shall not be construed
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as a generalization of any subject matter disclosed herein and
shall not be considered to be an element or limitation of the
appended claims except where explicitly recited in a claim(s).

As will be appreciated, aspects of the present disclosure
may be embodied as a system, method or computer program
product. Accordingly, aspects of the present disclosure may
take the form of an entirely hardware embodiment, an entirely
software embodiment (including firmware, resident software,
micro-code, etc.) or an embodiment combining software and
hardware aspects that may all generally be referred to herein
as a “circuit,” “module” or “system.” Furthermore, aspects of
the present disclosure may take the form of a computer pro-
gram product embodied in one or more computer readable
medium(s) having computer readable program code embod-
ied thereon.

Any combination of one or more computer readable medi-
um(s) may be utilized. The computer readable medium may
be a computer readable signal medium or a computer read-
able storage medium. A computer readable storage medium
may be, for example, but not limited to, an electronic, mag-
netic, optical, electromagnetic, infrared, or semiconductor
system, apparatus, or device, or any suitable combination of
the foregoing. More specific examples (a non-exhaustive list)
of the computer readable storage medium would include the
following: an electrical connection having one or more wires,
a portable computer diskette, a hard disk, a random access
memory (RAM), a read-only memory (ROM), an erasable
programmable read-only memory (EPROM or Flash
memory), an optical fiber, a portable compact disc read-only
memory (CD-ROM), an optical storage device, a magnetic
storage device, or any suitable combination of the foregoing.
In the context of this document, a computer readable storage
medium may be any tangible medium that can contain, or
store a program for use by or in connection with an instruction
execution system, apparatus or device.

Computer program code for carrying out operations for
aspects of the present disclosure may be written in any com-
bination of one or more programming languages, including
an object oriented programming language such as Java™,
Smalltalk™, C++ or the like and conventional procedural
programming languages, such as the “C” programming lan-
guage or similar programming languages.

Aspects of the present disclosure are described below with
reference to flowchart illustrations and/or block diagrams of
methods, apparatus (systems) and computer program prod-
ucts according to embodiments of the disclosure. It will be
understood that each block of the flowchart illustrations and/
or block diagrams, and combinations of blocks in the flow-
chart illustrations and/or block diagrams, can be imple-
mented by computer program instructions. These computer
program instructions may be provided to a processor of a
general purpose computer, special purpose computer, or other
programmable data processing apparatus to produce a
machine, such that the instructions, which execute via the
processor of the computer or other programmable data pro-
cessing apparatus, create means for implementing the func-
tions/acts specified in the flowchart and/or block diagram
block or blocks.

These computer program instructions may also be stored in
a computer readable medium that can direct a computer, other
programmable data processing apparatus, or other devices to
function in a particular manner, such that the instructions
stored in the computer readable medium produce an article of
manufacture including instructions which implement the
function/act specified in the flowchart and/or block diagram
block or blocks.
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The computer program instructions may also be loaded
onto a computer, other programmable data processing appa-
ratus, or other devices to cause a series of operational steps to
be performed on the computer, other programmable appara-
tus or other devices to produce a computer implemented
process such that the instructions which execute on the com-
puter or other programmable apparatus provide processes for
implementing the functions/acts specified in the flowchart
and/or block diagram block or blocks.

The flowchart and block diagrams in the figures illustrate
the architecture, functionality and operation of possible
implementations of systems, methods and computer program
products according to various embodiments of the present
disclosure. In this regard, each block in the flowchart or block
diagrams may represent a module, segment or portion of
code, which comprises one or more executable instructions
for implementing the specified logical function(s). It should
also be noted that, in some alternative implementations, the
functions noted in the block may occur out of the order noted
in the figures. For example, two blocks shown in succession
may, in fact, be executed substantially concurrently, or the
blocks may sometimes be executed in a different order,
depending upon the functionality involved. It will also be
noted that each block of the block diagrams and/or flowchart
illustration, and combinations of blocks in the block diagrams
and/or flowchart illustration, can be implemented by special
purpose hardware-based systems that perform the specified
functions or acts, or combinations of special purpose hard-
ware and computer instructions.

Turning to FIG. 1, illustrated therein is a simplified block
diagram of a system 10 for selecting a least cost path for
booting a server from a SAN. As shown in FIG. 1, the system
10 includes a pair of switching devices 12A, 12B, for con-
necting a server 14 to external storage devices arranged as a
storage array 16. The switching devices 12A, 12B, may be
implemented as fabric interconnects, which as described in
greater detail below support both FC and Ethernet protocols.
Additionally, although not necessary to operation of the sys-
tem 10, one or more fabric extenders 15A, 15B, may also be
provided. The primary function of the fabric extenders 15A,
15B, is to increase the number of physical ports available in
the system 10, thereby increasing the number of servers, such
as the server 14 that may be connected to the system. The
servers, including the server 14, may be connected to the
switching devices 12A, 12B, either directly or through the
fabric extenders 15A, 15B.

In one embodiment, the storage array 16 includes a first
SAN 18A, to which the server 14 is connected via the switch
12A, and a second SAN 18B, to which the server 14 is
connected via the switch 12B. Each SAN 18A, 18B, may
comprise a dedicated network for providing access to con-
solidated data storage. In general, SANs make storage
devices, such as disk arrays, for example, accessible to serv-
ers in a manner in which the storage devices appear to be
logically attached to the operating system of the server. The
disk arrays may be provisioned as logical unit numbers
(“LUNs”). A LUN is a number used to identify a logical unit,
which is a device addressed by the SCSI protocol or protocols
that encapsulate SCSI, such as FC or iSCSI. A LUN may be
used in connection with any device that supports read/write
operations, but is most often used to refer to a logical disk
created on a SAN. SANs typically have their own network of
storage devices that are generally not accessible by other
devices through a local area network (“LLAN™). In accordance
with embodiments described herein, the server 14 may be
booted from the SAN 18A or the SAN 18B. Additionally,
although the SANs 18A and 18B are shown and described
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herein as comprising distinct entities, it is anticipated that a
single SAN may be employed in place of the two individual
SANSs, in which case the server 14 would be connected to the
same SAN through both switches 12A and 12B and the boot
target would comprise a single SAN.

In one embodiment, the system 10 is implemented in
accordance with the Cisco Unified Computing System
(“UCS”) architecture developed by Cisco Systems, Inc., of
San Jose, Calif. In general, UCS is data center platform that
unites compute, network storage access, and virtualization
into a single cohesive system designed to decrease implemen-
tation costs and increase agility. UCS may support automatic
in-band discovery of computers, or servers, and their compo-
nents, including FC storage adapters. Further, UCS may
maintain an inventory of the discovered servers, monitoring
the health of the discovered servers. These processes occur
without the user being required to enter any device creden-
tials. Additionally, UCS may provide inventory reports to
users and provides a role-based access control (“RBAC”)
system, such that provisioning tasks can be separated, for
example between server administrators and storage adminis-
trators. A fully redundant UCS system includes two indepen-
dent fabric planes: Fabric A and Fabric B. Each plane includes
a central fabric interconnected connected to an input/output
(“1/0””) module, implemented as a fabric extender, in each
blade server chassis. The two fabric interconnects are com-
pletely independent from the perspective of the data plane.
Cisco UCS can function with a single fabric interconnect if
the other fabric is offline or not provisioned.

UCS is inherently stateless, with logical configuration
specifications referred to as service profiles dictating every
aspect of server provisioning, including I/O configurations,
firmware revisions, and settings, thereby speeding up virtual
infrastructure provisioning. Once created, a service profile
can be deployed on any physical server that supports the
logical configuration requirements. The service profile may
also specify whether to use the worldwide name (“WWN”)
addresses burned in the server hardware or to substitute vir-
tual WWN addresses therefor. Logical servers can be defined
even if no physical server is connected. In this manner, UCS
enables logical servers to be deployed over physical servers,
which causes the physical server to be configured as specified
in the service profile, including WWN addresses for storage
adapters. UCS uses a standards-based, low-latency, high-
bandwidth 10 Gigabit Ethernet and Fibre Channel over Eth-
ernet (“FCoE”) network for all traffic, communications, and
storage. UCS thereby simplifies connectivity to the storage
array by interconnecting UCS servers as a single system and
linking that system directly to the Ethernet and FC aggrega-
tion layer.

In one embodiment, the compute component of UCS com-
prises a powered server chassis and multiple full or half slot
bade servers. The compute hardware is managed by a UCS
manager module 20 embedded in each of the fabric intercon-
nects 12A, 12B, for purposes that will be described in greater
detail hereinbelow. UCS supports a variety of hypervisors,
including, for example, VMware ESX and ESXi, both avail-
able from VMware, Inc., of Palo Alto, Calif., Hyper-V, avail-
able from Microsoft Corporation of Redmond, Wash., and
XenServer, available from Citrix Systems, Inc., of Fort Lau-
derdale, Fla., to name just a few. VMware ESX and ESXi are
“bare metal” hypervisors, which run directly on the server
hardware without the need for any other software and provide
the necessary functions to host several guest OSes on the
physical server. Additionally, virtual network interface cards
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(“vNICs”) may employ technology that provides VMs direct
access to the server hardware for improved performance and
network visibility.

As previously noted, the fabric interconnects 12A, 12B,
which may be implemented using Nexus 6100 or 6200 series
switches, available from Cisco Systems, Inc., provide net-
work connectivity for the servers connected to it through 10
Gigabit and fiber channel over Ethernet (“FCoE”). The FCoE
component is necessary for connecting to the storage array
since the servers typically have very little storage themselves.
Each fabric interconnect can further connect to multiple fab-
ric extenders, which may be implemented using Nexus 2100
series fabric interconnects comprising port extenders allow-
ing up to 160 servers to be managed by a single fabric inter-
connect. In one embodiment, each fabric interconnect
includes physical ports to which up to 20 server chassis,
which may be implemented using Cisco 5100 series blade
server chassis, can be connected. Each chassis can hold up to
eight V2 width blade servers or four full width blade servers;
therefore, a total of up to 160 (V2-blade) servers can be con-
nected to each switch.

Ina UCS system, system devices are managed via the UCS
manager modules 20 embedded in the fabric interconnects
12A, 12B. The fabric interconnects may be accessed by a
server administrator through an Internet browser, such as
Microsoft Internet Explorer or Firefox, for example, through
a CLI management program, or through an API. Virtual
machines (“VMs”) may be moved from one physical chassis
to another. Similarly, applications can be moved between
VMs.

UCS is a stateless computing system. In particular, each
compute node has no set configuration. MAC addresses,
UUIDs, firmware, and BIOS settings, for example, are all
configured via the UCS manager module via service profiles
applied to the servers, such as the server 14. This enables
consistent configuration and facilitates repurposing of serv-
ers, as a new service profile can be applied to a server in a
manner of minutes.

Referring again to FIG. 1, in accordance with features of
one embodiment, the server 14 includes a virtualized adapter
22, which is a physical adapter that can perform PCI virtual-
ization by dynamically instantiating PCI devices on the
server. The virtualized adapter 22 may be designed for both
single OS and VM-based deployments, supporting network
interface virtualization and VN-link capable hypervisor inte-
gration. In particular, the virtualized adapter 22 can be used to
provision more than 100 virtual PCI adapters, represented in
FIG. 1 by adapters, or boot devices, 24A, 24B, which may
comprise virtual network interface cards (“vNICs”) and vir-
tual host bus adapters (“vHBAs”), each of which has its own
characteristics and can be used for networking or storage. In
the illustrated embodiment, each adapter 24A, 24B, is
exposed to an OS 26 of the server 14 as a PCI device 28A,
28B. In one embodiment, the virtualized adapter is imple-
mented as a Cisco UCS 1280 virtual interface card (“VIC”)
available from Cisco Systems, Inc. For purposes that will be
explained in detail below, adapter firmware 30 is embedded in
and executed by the virtualized adapter 22.

As previously noted, in one embodiment, the virtualized
adapter 22 is able to instantiate multiple FC vHBAs and/or
multiple Ethernet vNICs from a single physical adapter (i.e.,
adapter 22). In one embodiment, the OS 26 may comprise a
bare metal hypervisor. In another embodiment, such as that
illustrated in FIG. 1, the OS 26 may be implemented on bare
metal, in which case a hypervisor (not shown) would be
implemented on top of the OS 26. In either case, in a standard
SAN deployment, the virtualized adapter may instantiate one
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or more VHBAS on the server. vHBAs exposed to the bare-
metal OS or hypervisor are used to send and receive FC
traffic. Similarly, the virtualized adapter may instantiate one
ormore vNICs on the server. vNICs exposed to the bare-metal
OS or hypervisor are used to send and receive Ethernet traffic.

In one embodiment, the UCS manager module 20 exposes
a compute and storage abstraction to the user. In particular,
the UCS manager module 20 provides a single point of man-
agement for compute and storage provisioning. In one
embodiment, service profiles comprise the fundamental
mechanism by which the system 10 models the necessary
abstractions of computer, storage, and networking. Concep-
tually, a service profile is an extension of the VM abstraction
applied to physical servers. The definition has been expanded
to include elements of the environment that span the entire
data center, encapsulating the server identity in logical ser-
vice profiles that can be dynamically created and associated
with any physical server in the system within minutes. The
association of service profiles with physical servers is per-
formed as a simple, single operation and enables migration of
identities between servers without requiring any physical
configuration changes and facilitates rapid bare-metal provi-
sioning of replacements for failed servers. Every serverthat is
provisioned in the system 10 is specified by a service profile.
A service profile is a software definition of a server and its
LAN and SAN network connectivity; in other words, a ser-
vice profile defines a single server and its storage and net-
working characteristics. Service profiles are stored in the
fabric interconnects. When a service profile is deployed to a
server, the UCS manager module automatically configures
the server, adapters, fabric extenders, and fabric interconnects
to match the configuration specified in the service profile.
This automation of device configuration reduces the number
of manual steps required to configure servers, network inter-
face cards (“NICs”), host bus adapters (“HBAs”), and local
area network (“LAN”) and SAN switches.

FIG. 2A illustrates a simplified depiction of a service pro-
file 40. As shown in FIG. 2A, the service profile 40 includes
adiscovery policy 42, a BIOS policy 44, a boot policy 46, and
maintenance policy 48. It will be recognized that the contents
of the service profile 40 as shown in FIG. 2A are illustrative
only and that other information and policies may be advan-
tageously included therein. FIG. 2B illustrates a simplified
depiction of a static boot policy 50 that specifies an order in
which network boot should be attempted from various
devices. For example, the static boot policy 50 specifies that
boot should first be attempted from iSCSI using a designated
vNIC. If the iSCSI boot from the specified vNIC fails, boot
should be attempted from PXE using a specified vNIC. If the
PXE boot fails, boot from local hard disk drive (“HDD”)
should be attempted. If HDD boot fails, boot should be
attempted from a compact disk drive connected to a USB port,
and so on. It will be noted that the static boot policy 50 does
not consider least cost path in determining which device from
which to boot.

In addition to the boot priority information shown in FIG.
2B, a typical boot policy will include information regarding
the boot target ID (which will be an IP address in the case of
iSCSI boot), a LUN ID, and a priority attached to the target.
The boot policy is applied to a boot device (VNIC or vHBA)
instantiated on the server. In anormal boot scenario, there will
be two devices (either vNICs or vHBAs) multi-pathed to the
target. Each of the paths will be connected through a separate
physical link to the target. Historically, a user has set a static
priority on the boot device to make sure that boot occurs
through a particular device. The priority could be based on
PCI enumeration order, so that the device with the lowest PCI
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order executes the option ROM first. With this technique,
however, neither the boot device nor the boot process have
any knowledge of traffic patterns in the system and cannot
dynamically switch to a least cost path, even though one
might be available.

In contrast, and in accordance with features of one embodi-
ment, a virtualized adapter runs the option ROM (such as
iSCSI) on all boot devices that are marked for iSCSI boot. The
iSCSI initiator stack running on the virtual adapter logs into
the target and discovers the LUN. It then reports the initiator,
target, and LUN information to the option ROM driver. Two
new attributes are used in the UCS manager module 20 to
specify whether the boot devices are to be dynamically
adjusted and the weight of various prioritization criteria,
thereby enabling dynamic boot prioritization. Dynamic pri-
oritization criteria may include one or more of the following:
(1) time difference (in milliseconds) between login to boot
target through each of the two different paths; (2) boot device
uplink pin and bandwidth usage on the uplinks; and (3) boot
link uplink pin and error statistics on the uplinks. When a boot
policy that has dynamic prioritization enabled is invoked, the
UCS manger module will request the boot firmware of the
virtualized adapter (i.e., the “adapter firmware”) to measure
the time elapsed between the instantiation of the option ROM
and the LUN discovery for each path. Next, the adapter firm-
ware will determine the time difference for LUN discovery
between the two boot devices in the boot policy and obtain
information about bandwidth usage on relevant class of ser-
vice (“COS”) for uplinks from the access switch comprising
fabric interconnects. Additionally, using the policy specified
by the UCS manager module and dynamic information
obtained at boot time, the boot firmware will post initiator/
target and LUN information, as well as the iSCSI boot firm-
ware table (“iBFT”) only on the path that exhibits least cost.
In particular, the iBFT is created in memory of the virtualized
adapter to expose information about the iSCSI connection so
that the OS setup is able to determine that the attached device
is bootable.

Referring now to FIG. 3, illustrated therein is a system 50
for selecting a least cost path for booting a server 52 over
iSCSI (Ethernet). The server 52 has installed thereon an
adapter 54, which in one embodiment is implemented as a
Cisco UCS 1280 VIC available from Cisco Systems, Inc. As
illustrated in FIG. 4, two boot devices comprising an iSCSI
vNIC1 564 and an iSCSI vNIC2 56B, have been instantiated
on the adapter 54 as specified by a service profile associated
with the server 52. The system 50 further includes two Eth-
ernet switching devices 58 A, 58B, which comprise the uplink
interfaces to which the boot devices 56A, 56B, are respec-
tively pinned. In accordance with features of embodiments
described herein, vNIC1 56 A logs into a storage array 60 via
a first path including links 62, 64, and the switching device
58A and performs a LUN discovery process to locate the boot
target. Similarly, vNIC2 56B logs into the storage array 60 via
a second path including links 66, 68, and the switching device
58B and performs a LUN discovery process. Based on the
network fabric patterns on fabric A, comprising links 62. 64
and the switching device 58 A, and fabric B, comprising links
66, 68, and the switching device 58B, firmware 70 executing
on the adapter 54 determines which is the least cost path to
reach the LUN and posts the iBFT only on the vNIC 56A,
56B, that reports the least cost path.

Referring now to FIG. 4, illustrated therein is a system 80
forselecting a least cost path for booting a server 82 over SAN
(FC or FCoE). The server 82 has installed thereon an adapter
84, which in one embodiment is implemented as a Cisco UCS
1280 virtual interface card (“VIC”) available from Cisco
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Systems, Inc. As illustrated in FIG. 4, two boot devices com-
prising vHBAs 86A, 86B, have been instantiated on the
adapter 82. The system 80 further includes two FC switching
devices 88A, 88B, which comprise the uplink interfaces to
which the boot devices 86A, 86B, are respectively loggin in
the SAN fabric. In accordance with features of embodiments
described herein, vHBA 86 A logs into a storage array 90 via
a first path including links 92, 94, and the switching device
88A, and performs a LUN discovery process. Similarly,
vNIC2 56B logs into the storage array 90 via a second path
including links 96, 98, and the switching device 88B and
performs a LUN discovery process. Based on the network
fabric patterns on fabric A, comprising links 92, 94, and the
switching device 88A, and fabric B, comprising links 96, 98,
and the switching device 88B, firmware 100 running on the
adapter determines which is the least cost path to reach the
LUN and post the iSCSI boot firmware table (“iBFT”) only
on the vNIC that reports the least cost path.

FIG. 5 illustrates a flowchart of a method for selecting a
least cost path for performing a network boot in a data center
environment in accordance with one embodiment of the
present disclosure. In step 110, the server is powered on and
ready to boot the OS. It will be noted that the server described
in FIG. 5 has been deployed in accordance with a service
profile specifying a dynamic, rather than static, boot prioriti-
zation in the boot policy thereof. In step 112, the server
executes the iSCSI option ROM for a maximum of two iSCSI
boot devices provisioned thereon. In step 114, the iSCSI
option ROM logs in to the multipath target through both of the
boot devices. In the example embodiment, the boot devices
are VNICs. In step 116, a determination is made whether LUN
discovery was successful on both boot devices/vNICs. If a
negative determination is made in step 116, execution pro-
ceeds to step 118, in which a determination is made whether
LUN discovery was successful on either of the boot devices/
vNICs. If not, an error has occurred the operation terminates
in step 120 without booting the OS.

If a positive determination is made in step 116, execution
proceeds to step 122. In step 122, boot firmware of the virtu-
alized adapter identifies the pinned uplink ports and checks
for network statistics, such as packet loss, errors, congestion,
etc., for both boot devices and their respective paths. In step
124, the firmware determines the time taken for boot LUN
discovery using both paths. Execution then proceeds to step
126. Similarly, if a positive determination is made in step 118,
execution proceeds to step 126. In step 126, the iBFT is
posted on the least cost path determined in steps 122, 124, or
on the available path determined in step 118. In step 128, the
OS is booted on the server.

As a result of deployment of embodiments described
herein, no out-of-band network monitoring or advanced qual-
ity of service configuration is involved in selecting the least
cost path for performing network boot of a server. The
embodiments further enable mass configuration through ser-
vice profile deployment and section of a least cost path with
no administration or BIOS involvement. A modified version
can be used in a stand-alone rack server environment. The
decision of the path taken is made before the host OS boots,
therefore, the embodiments are BIOS and OS agnostic. The
embodiments implement a policy-driven, self-healing
approach to boot OSes.

It should be noted that much of the infrastructure discussed
herein can be provisioned as part of any type of network
device. As used herein, the term “network device” can encom-
pass computers, servers, network appliances, hosts, routers,
switches, gateways, bridges, virtual equipment, load-balanc-
ers, firewalls, processors, modules, or any other suitable
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device, component, element, or object operable to exchange
information in a network environment. Moreover, the net-
work devices may include any suitable hardware, software,
components, modules, interfaces, or objects that facilitate the
operations thereof. This may be inclusive of appropriate algo-
rithms and communication protocols that allow for the effec-
tive exchange of data or information.

In one implementation, these devices can include software
to achieve (or to foster) the management activities discussed
herein. This could include the implementation of instances of
any of the components, engines, logic, modules, etc., shown
in FIG. 1. For example, one or more of the components of
FIG. 1 may be embodied in a boot firmware module to
achieve one or more of the activities discussed herein. Addi-
tionally, each of these devices can have an internal structure
(e.g., a processor, a memory element, etc.) to facilitate some
of the operations described herein as being implemented by
modules. In other embodiments, these management activities
may be executed externally to these devices, or included in
some other network device to achieve the intended function-
ality. Alternatively, these network devices may include soft-
ware (or reciprocating software) that can coordinate with
other network elements in order to achieve the management
activities described herein. In still other embodiments, one or
several devices may include any suitable algorithms, hard-
ware, software, components, modules, interfaces, or objects
that facilitate the operations thereof.

Note that in certain example implementations, functions
outlined herein may be implemented by logic encoded in one
or more non-transitory, tangible media (e.g., embedded logic
provided in an application specific integrated circuit
(“ASIC”), digital signal processor (“DSP”) instructions, soft-
ware (potentially inclusive of object code and source code) to
be executed by a processor, or other similar machine, etc.). In
some of these instances, a memory element can store data
used for the operations described herein. This includes the
memory element being able to store software, logic, code, or
processor instructions that are executed to carry out the activi-
ties described in this Specification. A processor can execute
any type of instructions associated with the data to achieve the
operations detailed herein in this Specification. In one
example, the processor, as shown in FIG. 1, could transform
an element or an article (e.g., data) from one state or thing to
another state or thing. In another example, the activities out-
lined herein may be implemented with fixed logic or pro-
grammable logic (e.g., software/computer instructions
executed by a processor) and the elements identified herein
could be some type of a programmable processor, program-
mable digital logic (e.g., a field programmable gate array
(“FPGA”), an erasable programmable read only memory
(“EPROM?”), an electrically erasable programmable ROM
(“EEPROM™)) or an ASIC that includes digital logic, soft-
ware, code, electronic instructions, or any suitable combina-
tion thereof.

These devices illustrated herein may maintain information
in any suitable memory element (random access memory
(“RAM”), ROM, EPROM, EEPROM, ASIC, etc.), software,
hardware, or in any other suitable component, device, ele-
ment, or object where appropriate and based on particular
needs. Any of the memory items discussed herein should be
construed as being encompassed within the broad term
“memory element.” Similarly, any of the potential processing
elements, modules, and machines described in this Specifi-
cation should be construed as being encompassed within the
broad term “processor”” Each of the network elements can



US 9,280,359 B2

11

also include suitable interfaces for receiving, transmitting,
and/or otherwise communicating data or information in a
network environment.

Note that with the example provided above, as well as
numerous other examples provided herein, interaction may
be described in terms of two, three, or four network elements.
However, this has been done for purposes of clarity and
example only. In certain cases, it may be easier to describe
one or more of the functionalities of a given set of flows by
only referencing a limited number of network elements. It
should be appreciated that system 10 (and its teachings) are
readily scalable and can accommodate a large number of
components, as well as more complicated/sophisticated
arrangements and configurations. Accordingly, the examples
provided should not limit the scope or inhibit the broad teach-
ings of system 10 as potentially applied to a myriad of other
architectures.

It is also important to note that the steps in the preceding
flow diagram illustrates only some of the possible signaling
scenarios and patterns that may be executed by, or within,
system 10. Some of these steps may be deleted or removed
where appropriate, or these steps may be modified or changed
considerably without departing from the scope of the present
disclosure. In addition, a number of these operations have
been described as being executed concurrently with, or in
parallel to, one or more additional operations. However, the
timing of these operations may be altered considerably. The
preceding operational flows have been offered for purposes of
example and discussion. Substantial flexibility is provided by
system 10 in that any suitable arrangements, chronologies,
configurations, and timing mechanisms may be provided
without departing from the teachings of the present disclo-
sure. Although the present disclosure has been described in
detail with reference to particular arrangements and configu-
rations, these example configurations and arrangements may
be changed significantly without departing from the scope of
the present disclosure.

Numerous other changes, substitutions, variations, alter-
ations, and modifications may be ascertained to one skilled in
the art and it is intended that the present disclosure encompass
all such changes, substitutions, variations, alterations, and
modifications as falling within the scope of the appended
claims. In order to assist the United States Patent and Trade-
mark Office (USPTO) and, additionally, any readers of any
patent issued on this application in interpreting the claims
appended hereto, Applicant wishes to note that the Applicant:
(a) does not intend any of the appended claims to invoke
paragraph six (6) of 35 U.S.C. section 112 as it exists on the
date of the filing hereof unless the words “means for” or “step
for” are specifically used in the particular claims; and (b) does
not intend, by any statement in the specification, to limit this
disclosure in any way that is not otherwise reflected in the
appended claims.

What is claimed is:

1. A method, comprising:

logging in to a multipath target via first and second boot
devices instantiated on a network device, the first and
second boot devices respectively connected to the mul-
tipath target via first and second paths;

determining which of the first and second paths comprises
a least cost path;

determining whether boot LUN discovery was successful
via the determined least cost path;

if boot LUN discovery was successful via the determined
least cost path, booting an operating system via the
determined least cost path; and
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if boot LUN discovery was not successful via the deter-
mined least cost path, booting the operating system via
the other one of the first and second paths.

2. The method of claim 1, wherein the determining further
comprises comparing network statistics of the first path with
network statistics of the second path.

3. The method of claim 2, wherein the network statistics
comprise at least one of packet loss on the path, errors
encountered via the path, and congestion on the path.

4. The method of claim 1, wherein the determining further
comprises determining an amount of time needed to perform
boot logical unit number (“LLUN") discovery via each of the
first and second paths.

5. The method of claim 1, wherein the booting comprises
installing a boot firmware table on the least cost path.

6. The method of claim 1, wherein the first and second boot
devices comprise network virtual interface cards (“vNICs™)
instantiated by a virtualized adapter.

7. The method of claim 1, wherein the first and second boot
devices comprise virtual host bus adapters (“vHBAs”) instan-
tiated by a virtualized adapter.

8. The method of claim 1, wherein the multipath target
comprises a storage array.

9. Logic encoded in one or more non-transitory tangible
media that includes code for execution and when executed by
a processor is operable to perform operations comprising:

logging in to a multipath target via first and second boot

devices instantiated on a network device, the first and
second boot devices respectively connected to the mul-
tipath target via first and second paths;

determining which of the first and second paths comprises

a least cost path;

determining whether boot LUN discovery was successful

via the determined least cost path;

if boot LUN discovery was successtul via the determined

least cost path, booting an operating system via the
determined least cost path; and

if boot LUN discovery was not successful via the deter-

mined least cost path, booting the operating system via
the other one of the first and second paths.

10. The logic of claim 9, wherein the determining further
comprises comparing network statistics of the first path with
network statistics of the second path, the network statistics
comprising at least one of packet loss on the path, errors
encountered via the path, and congestion on the path.

11. The logic of claim 9, wherein the determining further
comprises determining an amount of time needed to perform
boot LUN discovery via each of the first and second paths.

12. The logic of claim 9, wherein the first and second boot
devices are instantiated on the network device using a virtu-
alized adapter and comprise one of virtual network interface
cards (“vNICs”) and virtual host bus adapters (“vHBAs”).

13. A network device, comprising:

a memory element configured to store data;

a processor operable to execute instructions associated

with the data; and

a boot firmware module coupled to the processor, wherein

the network device is configured to:

cause first and second boot devices instantiated on the
network device to log in to a multipath target via first
and second paths, respectively;

determine which of'the first and second paths comprises
a least cost path;

determine whether boot LUN discovery was successful
via the determined least cost path;
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if boot LUN discovery was successful via the deter-
mined least cost path, boot an operating system via the
determined least cost path; and

if boot LUN discovery was not successful via the deter-
mined least cost path, boot the operating system via 5
the other one of the first and second paths.

14. The network device of claim 13, wherein the determin-
ing comprises comparing network statistics of the first path
with network statistics of the second path, the network statis-
tics comprising at least one of packet loss on the path, errors 10
encountered via the path, and congestion on the path.

15. The network device of claim 13, wherein the determin-
ing comprises determining an amount of time needed to per-
form boot LUN discovery via each of the first and second
paths. 15

16. The network device of claim 13, wherein the first and
second boot devices are instantiated on the network device
using a virtualized adapter and comprise one of virtual net-
work interface cards (“vNICs”) and virtual host bus adapters
(“vHBAs™). 20

17. The network device of claim 13, wherein the multipath
target comprises a storage array and the network device com-
prises a server.



